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Sample material: Topic 1: Internal threats - Part 1

All the files needed for this unit are in this folder. The first document you should look at is
Unit 2 Pack Al Teaching Guide with Answers
Introduction to Teacher's Guide, including

e Summary of the unit
e Learmning outcomes

Topic 1. Internal threats - Part 1

e Learning objectives for this lesson
o Detailed lesson plan

e Set of PowerPoint slides

e Worksheet 1 and Answers

e Homework 1 and Answers

e Database file for Worksheet

Case study: Blaster worm (2003) @

2 BTEC Level 3 g
Case study: Spain Power Cuts Boot sector viruses
+ On 28" April 2025 Spain, Portugal and parts of - Pack A Part 1: + Storage devices such as hard drives contain 2 boot sector

southem France all lost power at the same time: Cyber security

threats + This contains a small amaunt of code which loads the

* Itwas one of the largest power cuts in European history 1 operating system
+ Power was |ost for up to 16 hours | Mational Powar Cut

* It was a mild, sunny day with no storms in [P aricnt
the area S Bl

« If a virus can infect the boot sector, then it will be
able to load itself into RAM before the operating
system or any antivirus software can discover it

* These viruses were commen in the 1980s and 90s.
when they were spread through floppy disk boot
sectors and ran when the computer was turned on

power ges

Portugal

power. ting from
the grid, causing instability which led to further disconnections
until two Rations lost pover

i ; They are now less cemmon but can be stored on
+ Any Spanish company with a remote backup system USB removable media
in Portugal would have had that system fail too

If you have any difficulty opening any of the files, which were all created in Office 365, or
experience any other problems, please email support@pgonline.co.uk.

This sample topic is from the first pack in a series of nine for Unit 2 Cyber security &
Incident management as part of the Learning Aims for BTEC AAQ Level 3 National Level in
Information Technology.

We also have a range of materials for the BTEC National Level 2 Technology Award in
Digital Information Technology.

We hope you will find everything useful.

Our copyright and licence terms are available inside the material and on our website
at: http://www.pgonline.co.uk/terms-and-conditions
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